Workshop on Cyber Security (16" Dec, 2022)

Cyber security refers to the practice of protecting computer systems, networks, and data from
unauthorized access, theft, and damage. With the increasing reliance on digital technologies,
cybersecurity has become a critical concern. It involves implementing measures to prevent,
detect, and respond to cyber threats, such as malware, phishing attacks, data breaches, and
ransomware. Effective cyber security strategies include robust firewalls, encryption,
authentication protocols, intrusion detection systems, and employee awareness and training.
Organizations and individuals must prioritize cyber security to safeguard sensitive information,
maintain privacy, and ensure the integrity of digital assets. As cyber threats continue to evolve,
cyber security remains an on-going challenge that requires constant vigilance and proactive
measures. The Eureka Prize Problems society, under the mentorship of Dr. Souvik Ganguli and
Dr. Amit Kumar organized the online workshop on Cyber Security on 16™ Dec, 2022 in
association with Pantech e Learning. The program link is shared for reference:

https://www.youtube.com/watch?v=61HXZZCvFT4&t=274s
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Types of Cyber Threats

WHY CYBERSECURITY IS IMPORTANT ?

» Cybersecurity is important because it protects all categories of data from theft and damage. This includes sensitive
data, personally (pu), information (PHI), intellectual
property, data, and governmental and industry information systems. Without a cybersecurity program, your
organization cannot defend itself against data breach campaigns, which t target for
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THREAT TO E-COMMERCE
CYBER SECURITY PRINCIPLES :-

* E-Commerce refers to the activity of buying and selling things over the intern
commercial transactions which are conducted online. E-commerce can be draw

et. Simply, it refers to the
ny technologies such as

systems.
= E-commerce threat is occurring by using the internet for unfair means with the intention of stealing, fraud and
security breach, There are various types of e-commerce threats. Some are accidental, some are purposeful, and
some of them are due to human error. The most common security threats are an electronic payments system, e-
cash, data misuse, credit/debit card frauds, etc.
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